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IIPABHJIA
3a 0e30MaCHOCT HA AenaTa U YYeHHUNTe B
KOMIIOTHPHATA MpeKa B AETCKATA FPAJHHA, YYUJIHINETO H B HHTEPHET

Te3n npaBuaa ca pazpadorenn ot IbpikaBHaTa areHuus 3a 3aKpujia Ha J1€TeTo, B
naprusoperso ¢ Inasuma jgupexnusi ,bopda ¢ opranmsumpanara mnpecrbnHocr”,
Hannonasen uenrsp 3a OezonaceH wHTepHeT, MHHHCTEPCTBO Ha 00pa30BaHUETO M
Haykarta, Pernonanano ynpagienue Ha oopazosanuero — Copusi-rpaj, pbKoOBOAHTEIH HA
obpasoBaTestHH HHCTHTYHHH 0T Chio3a HA padorToaTe/IHTe B CHCTEMATA HA HAPO/HATA
npocsera B buarapusi, CapyxkeHnero Ha JHPEeKTOPHTE B cpeIHOTO obOpasoBanue Ha P
bbarapus.

IlesTe Ha npaBu/IaTa ca jaa ce:

® rapaHTHpa NPaBOTO HA [JETETO/Y4EHHUIHTE HA J0CTbII /10 MOAXOASNIA
nH(opMaHsa 1 MATEPHAIN B MPE/KATA;

o OCBLINECTBH TPEBEHIUsI U CHHTE3HPAa HA €IHO MsICTO HHpoOpMAUUATA 34
OIIACHOCTHTE B HHTEPHET;

o NPeI0CTABAT KOHKPETHH HACOKM 3a 3aKpH/IAa HA Jerero u 0e30macHo
NoBeeHHE B KOMIIIOTHPHATA MPeKa B ICTCKATA FPa/IHA H B YYWJIHIIE H B HHTEPHET;

o 0100pH KOOPAHMHALMSTA M OTTOBOPHOCTHTE HA YYaCTHHUHTE W/HIH

BCHYKH 3aHHTEPECOBAHH CTPAHH.

OTtrosopHoCTTa 3a rapaHTHUpaHe IpaBara Ha Jielara 1 3alidTa Ha TeXHUTE HHTEPECH €
CHOJIEJICHA OTIOBOPHOCT MEXKY CeMeHCTBOTO, ODIIECTBOTO W JbpikaBaTa, upe3 HelHute
Oprany ¥ MHCTHTYLHUH. BbIpeku TOBa, Ta3u OTIOBOPHOCT € pasiipe/ielieHa, Karo T ce mnajia
MPHOPHTETHO HA CEMENHCTBOTO, MO-CICIMAITHO HA POJIUTE/INTE, HACTOHHHUIIMTE, MOIECHUTETUTE
WJTH JIPYTHTE JIMLA, IPH KOUTO JISTETO € HAaCTaHeHOo, ToraBa Koraro € Ouia npenpuera Mapka
3a 3aKpHJia 110 OTHOLICHHE Ha Hero. OTuuTallkyu TpyaoBaTa aHraKUPaHOCT HA POJIUTEIINTE, B
HAKOM OT CIAy4YauTe M TPYIAHOCTHTE, KOUTO M3MUTBAT B OTIICKIAHETO M BB3MMTAHHETO HA
JIETETO, B OCHOBONOJArallus MEX/yHapojeH akT 3a npasarta Ha jerero KoHBenuwsara Ha
OOH 3a npaBara Ha JeTETO, KaKTO ¥ B PeAMIa HOPMATHBHH AKTOBE OT HALMOHAIHOTO HH
3aKOHOJIATE/ICTBO, € IIOCOYEHO Kak O0OIIecTBOTO, conuamHuTe W o0pa3oBaTeiiHuTe



MHCTUTYLIMM, U JbpiKaBaTa W3IIBJIHSBAT TE3W CBOM OTIOBOPHOCTH 3a OKa3BaHe Ha ajieKBarHa
IOJKpeIia Ha CEMEHCTBOTO, 3a 3aKkpuia Ha JETeTO M 3a 3allMTa Ha HEroBUTE IpaBa M
MHTEPECH.

CeriacHo Kospenuusta na OOH 3a npasara Ha JIETETO, POJAMTEIUTE HMMaT
[IbPBOCTENIEHHA OTIOBOPHOCT 3a OCHUTYpsSBAHE BHUCUIMTE MHTEpPECH Ha JeTeTo ja Obaar
[ILPBOCTENEHHO ChoOpaxeHue. PoauTenuTe MM, Cropei ciyuasl, 3aKOHHUTE HACTOMHMIH,
[OIIEUUTENIM WM JIPYTH JIMIA, NPH KOHTO JIETETO € HACTAHEHO, HOCSAT OTIOBOPHOCT 3a
OTIIIEXKIAHETO U Pa3BUTUETO HA JIETETO.

Hbpkasata, upes HEHHUTE opraHu, TpsiOBa Jia peArnprueMe MoAXO/ AN CThIKH, 3a j1a
MOJKPEIH POJUTEIUTE MPH U3NBIHEHUETO HA TEXHUTE OTTOBOPHOCTU. AKO HSKOU POAMTEIH
HE MOraT WM ce 3aTpyJHSBaT, TO B TE3W Clly4au ce HaMecBaT OTTOBOPHUTE ALPIKABHU
MHCTUTYIIMM, 3a Ja OCUIYPST CNa3BaHETO Ha TpaBaTa Ha JICTETO M 3a/I0BOJISBAHETO Ha
HEroBUTE HYXK/IH. 3allbJKEHHE Ha JbpiKaBara € OCUrypsiBaHe pa3BUTHETO Ha MHCTUTYLIMH,
3aBejieHuss W ycayru. B orasw Bpb3ka polisita Ha 00pa3zoBaTeHUTE WHCTUTYLHH €
U3KIIFOUUTENIHO Ba)kHA W KJto4yora. Te morar ja jlonpuHecaT 3a 00yUCHUETO H IPEBEHIUSTA
Ha PHCKOBETE HE CaMO Ha jellara, HO ¥ Ha POJAMTENNTe, KaTo 110 TO3M HA4YWH MOraT jJa uMar
J(BO¥HA 110/13a 3a Jenara. B ta3m rnocoka HACTOSIIIATE MPaBUIIA, JABAT OCHOBHM MO3HAHUS 3a
OIIACHOCTHTE, KOMTO KPHE BHUPTYAJIHOTO MPOCTPAHCTBO C Il€JI OCUTIYpsiBaHE 3aKpuiara Ha
JICTETO OT BPEJIHM 3a Hero HHpopMalus, MATEPUAIH U KOHTAKTH.

OcnoBHuTe NpHHIMNM 32 padora B KOMIIOThpHATA Mpeka B JleTCKa I'pajuHa H
YUMIIHIIE U B HHTEPHET ca:

1. PaBeH 0ocThIl Ha BCUUKH JICLIa U YUYCHHIH;

2. 3awmmTa Ha JieraTa i YYeHULUTE OT BPEJAHO MIIH HE3aKOHHO Ch/IbpXKaHHE U
uH(pOpMaIKs KaTo: caMOHapaHsBaHe, ThPrOBUSI ¢ HAPKOTHIIM, Xa3apT. MpoaraHjnpaHe Ha
BPE/IHY ¥ OTIACHU HABMIM M JEHCTBUS KaTO aHopeKcus, OyiiumMust, nopuorpadus, tojiepupaHe
Ha pasjM4HH (OPMHM Ha HACHJIME, MPOMOBsIBAHE HA TEPOPU3BM, €THHYECKA U PEIUIHO3HA
HETOJIEPAHTHOCT, caMOyOHICTBO 1 Jp.;

3. 3auurane ¥ 3allUTA HA THYHATA HETTPUKOCHOBEHOCT

4. lloaroroBka U KOHTPOJ HA JIE1ATa U YUCHUITUTE 32 6€30MacHO U OTTOBOPHO
[10BE/IEHUE OHJIAIH;

5. ChbTpyaHHYECTBO B JyX Ha TOJICPAHTHOCT M JIOOPOHAMEPEHOCT MEXK/ly JeTcKara

rpajuHa/yyHJIMIIETO U POJAUTEIINTE/HACTOHHULIUTE.

Kommorbpnara Mpeka B JIeTCKa TpajidHa W YUWIHILIE Cc€ M3M0J3Ba B
MeIaroruyecKuTe CUTyalun 1 yueOHM JacoBe camo 3a obpaszoBarenHu nenu. [lsnara mpexa
oOxBalla KOMIMIOTpUTE, CBbp3aHu ¢ KabeiaHu u/miam Oe3KUUYHH BPB3KU, CHUTYHPaHH B
KOMITIOTBPHHUTE KaOMHETH, 000pYy/ABAaHHU KIAcCHH CTau M a/IMUHUCTPATHBHUTE IIOMCIICHUS Ha
obpasoBaTesHaTa HHCTHTYIIMs, KaKTO M ycTpoicTBaTa (repcoHamnu cMapTOHM, JTarTonu 1
TabJieTH) ¢ 0e3:KUYCH JOCTDI 10 HHTEPHET.

Heunara v ydyeHHUHTE UMAT [TPABO HA:

1. PaBen jnocThil 10 Mpeskara Ha oOpazoBaresiHaTa HHCTUTYLHS, ¢ U3K/IIOYeHHE Ha
KOMITIOTPUTE B aIMUHUCTPATUBHUTE TIOMEIIICHHUSI.

2. Pabora ¢ yerpoiicTBara (KOMITIOTPH, JIANTONK U TabJIeTH) B MpeKaTa ¢
[OJIKpernara Ha 11e/Iarortuecky CIeruaTncT.

3. OOyuenue 3a 6e30MacHO ¥ OTIOBOPHO [OBEJIEHHE B MpekaTa Ha oOpa3oBaTe/inara
WUHCTUTYIUS U B UHTCPHET.

4. WMnudopmarus 3a npasuiiata 3a pabora B Mpeara.

5. Curypua uudposa cpea B JeTCKarta rpajinHa U yUHJIULIETO.

6. Ilon3Bane Ha MOOHJIHMTE CH YCTPOHCTBA U3BLH YyueOHMs 1polec (MoYMBKaTa 1
MEIK/lydacusTa), a Mpyu H3pHUYHO yKa3aHHe Ha y4uTes — ¥ B yueOHMs udac/meaarornyeckara
CUTYyalus 3a uejuTe Ha yueOHus rpoiiec.



BAYKHO! IIpasuiara 3a Oeszonacna padbota B MHTEPHET, KOUTO jA€LATa H YYCHUIUTE
ca 3a]bJDKEHM Jla CrasBaT, C€ MOCTaBAT HAa BHJHO MSCTO B oOpasoBaTejHATa MHCTHUTYIMS,
KaKTO M B KOMIIOTbPHHUTE KaOMHETH, Taka W Ha caiiTa Ha jieTckara rpaguna/yunnumerto. B
Ha4yajoTo Ha y4yedHaTa TrOJAMHA [0 MOAXOAANl HAuWH BCHYKM JIelld U TEeXHUTE
POZMTENH/HACTOMHUIIM/TIONIEUUTEIN  ce  3amlo3HaBaT ¢ TaX. llegaro3uTte mepHoM4HO
HAIIOMHSAT 34 TAX M 338 CUT'YPHOCTTA B MHTEPHET B IOAXOAAIIN (POPMH U JJGHHOCTH, B KOUTO C€
BKJIIOYBAT Jienara/yyeHMIUTE U POHTEIIUTE UM.

Yacr . OrroBopHocTy Ha PHLKOBOAUTENUTE HA 00PA30BATETHHTE HHCTHTYIUH,
HAa NpoecHOHAJNMCTHTE, paboTemu ¢ Aena W ¢ HHPOPMANHMOHHO-KOMYHHKAIHOHHH
texnosormn (MKT)

JupexkTopbT Ha JeTCKaTa rpajuHa/y YU IIETO:

1. Opranusupa jefHOCTTa 110 U3IIBIHEHHETO HA TE3H MPABKIIA, U OCUIYPSIBA JOCTDII
J10 KOMIIIOThpHATa Mpexka, ePeKTUBEH W IOCTOSHEH KOHTPOJI, IJIAHMPAHETO Ha MEPKH 110
OopraHu3alusiTa 3a cla3BaHe Ha IpaBuiiarta 3a padorara Ha Jlenara ¥ yUeHHIUTE B Mpexara U
3alIMTA OT BPEJHO WUIIM HE3aKOHHO Ch/IbPIKaHWe B MHTEPHET.

2. OcwurypsiBa 1Ipyu TEXHHYECKA BB3MOIKHOCT MpocJe/iaBatHe Ha Tpauka,
OCBILIECTBIBAH Ype3 Mpekara Ha oOpazoBaTeiHaTa MHCTUTY LIUSL.

3. Ilpu koHcTaTHpaHe Ha clyyad Ha KHOEPTOPMO3, HE3aKOHHO ChbpiKaline 1
MoBeJIeHHE B Mpelkara Ha oOpasopareiHara HWHCTUTYIMS HW/UJIM B MHTEPHET YBeJIoMsiBa
He3a0aBHO KomIiereHtHure oprann — Jlupeknums ,CommanHo nojmomarade™, 1o
MmecronpeduBasane Ha jerero u [s1asna aupexius ,.bopba ¢ opranusupanara npecTbnHoOCT
cnenuanusupanur otaen JKubdeprupecrsinnoer™ na MBP. B re3u ciyuan okassa HyKHOTO
ChJICHCTBHE Ha KOMIETCHTHUTE OpraHd ¢ 1eJl YCTAHOBSBAHE Ha H3BbPLIMTEIUTE U
[IpellIpUeMa MEpPKH 3a NPOTHBOJCHCTBHE M NpeMaxBaHe Ha ChOTBETHOTO ChAbpiHKaHHE OT
MpeKara Ha oOpazoBare/iHaTta HHCTHTYIHs. Mojke Ja rnojrydaBa ¥ KOHCYJITAHTCKA MOMOIIL OT
Hanuonanuus nentsp 3a 6e3o1aces HHTEPHET.

4. Opranusupa B HA4aJI0TO Ha Besika yuebHa rojuna 3ano3HaBaHe Ha jeiara u
YVUCHHUIIUTE U POJIMTEIMTE/HACTOMHUIIMTE ¢ TTpaBusiaTa 3a Oeszomnacna paborta B Mpexkara.

5. OcurypsiBa OTTOBOPHO JIHIIC (CIYKHTEN WM HACT BHHIIICH CHEHHAINCT), KOETO Jia
U3IBJIHSBA (PYHKLUMUTE HA CUCTEMEH aJIMUHUCTPATOP.

Yuureaure, nearorudecKuTe CeHAJTHCTH H PbKOBO/HTE/IUTE 110 HANIPABJICHHE
UKT ca jrexnn ja:

1. PaszsicHsiBaT npapuiaTa 3a 6€30MacHo ¥ OTrOBOPHO MMOBECHHE MpH paboTa B
MpekaTta Ha oOpaszoBaTeHaTa HHCTHTYIHS U B HHTEPHET.

2. OcbliecTBABAT IIOCTOSHHO HAOJIOJICHUE U KOHTPOII BbPXY paborara Ha jlenara u
YUYEHHLMTE B MpeKkaTa Ha oOpa3oBareHaTa HHCTHTYIMS B yueOHO BpeMe.

3. Ilpeanpuemar HezabaBHM MEpPKH 3a [PEYCTAHOBSIBAHE HA JJOCTHIIA Ha JicHaTa 1
YUEHHLIMTE JI0 HE3aKOHHO M BPEHO Ch/IbPIKaHKE B MpesKaTa.

4. VYgenomssar He3abaBHO TUPEKTOpPA Ha JAeTCKaTa rpajuHa/y HHiIHIIETO P
HapylllaBaHe Ha MpaBuiara, ciaydan Ha KHOepTOPMO3 WIIM MPH YCTAaHOBSIBAHE HA HE3AKOHHO H
BPEJIHO Ch/ILPXKAHUE WIIH [OBEJIEHHE B MPerKara.

5. Oxaszpar nojikperna Ha jena 1 ydeHuiu — o0ekT Ha kubepropmos, upes
'bPBOHAYAIHA TICUXOJIOIMYECKa IOJIKpena OT YUMJIWIIHUS TCUXOJIOr, 4pe3 pasroBop OT
CTpaHa Ha IeJiaror B JieTcKkara rpajiiia 3a CHUKaBaHe Ha HallpeKEHHUETO Y JIETETO.

6. Curnamusupar npu geodxoaumoct Jdupexkuus ,,Conmanyo nmoamnomarase™ no
MECTOKMBECHE Ha JETETO/yueHHKa C IeJ1 OIICHSBaHE Ha HY)KJaTa OT HAcCOUYBaHE KbM
COLIMAJIHU YCJIYTH 3a OKa3BaHe Ha IocJie/1Balia 1ojKperna.



CHCTEeMHHMSIT AAMHHUCTPATOP (CIY)KUTE)I B 00pa3oBaTeHaTa HHCTHTYIMS HIIH HAeT
BBHIIIEH CHEUAIUCT):

1. Ocurypsga obuiara 6e3onactoct 1 (yHKIIHOHAIHOCT HA MpEkKara.

2. l_[pe,cmara H IIpHJIara MCpKH, oI'paHuYaBalii J0CThIIA Ha JAclaTa U YHCHHIHUTC 10
BPEJHO WJIH HE3aKOHHO CBhIbpKaHHE M TOBEJACHME B MHTEPHET B CLOTBETCTBHC C
JICHCTBAINOTO 3aKoHoaTescTBo Ha PenyOnnka brarapus.

3. WspwpiuBa nepuojueH nperie/ Ha KOMIIOThPHATA Mpeka Ha oOpasoBaTeiHara
MWHCTHTYLMS 34 HAJIMYME HA BB3MOXKHM 3allIaXd W PUCKOBE 34 CHTYPHOCTTa Ha jenara u
YYEHULUTE NPH paboTa B HHTEPHET.,

4. Cnenu tpaduxa, oChIIECTBIBAH Ype3 KOMITIOThPHATA MpeXka Ha o6pasoBaTeiHaTa
HHCTHTYIIHA.

5. I—Ipenupuema He3a0aBHHA MCPKH 3a MPpeyCTaHOBABaHE Ha JOCTbhIIa HA ACuaTta |
YUCHHIUTE /IO HE3aKOHHO M BPEJIHO Ch/bpXKaHNE B Mpeskara.

6. VYaenomsBa He3adaBHO JUPEKTOPA HA JeTCKATA IPaIHHA/YYHIIMIIETO [IPH CIlyyaun
Ha KuOepTopMO3, HapyllaBaHe Ha [paBWJiaTa WM [PH  yCTAHOBABAHE HA HE3AKOHHO
Ch/IbpKaHUE MU TIOBEJICHUE B Mpeskara.

7. CpbieicTBa 3a yCTAaHOBSBAHE HA M3BBPIINATEM HAa KHOSPTOPMO3 U NIPUIIara MepKH
33 OrpaHHyaBaHe Ha TaKuBa Cllydau.

Yacr II. [IpaBa u orroBopHocTH Ha poauTeauTe!

Poawrennre umar npago ja:

1. TlonyuaBat uHdopmarus 3a puCKOBETE U 3arUIaxuTe 3a 6e3011acHoCTTa Ha
TEXHHTE Jiclia l[pH p'dGOTa B HHTCpHerI' B JAeTcKara Fpﬁﬂ,HHaJ’lquHﬂ[I[CTO H BKBIIIH.

2. bwaar ceoeBpemenHo HHGOPMHUPAHH, aKO JCTETO UM € 00CKT Ha KHOEPTOPMO3 B
JieTcKaTa IrpaiMHa/y YHIHILETO.

3. YuyacTBaT ChbBMECTHO € PHKOBOJICTBOTO Ha 00pa3zoBaTesiHaTa HHCTUTY IS [IPH
paspeliaBaHe Ha BCEKH KOHKPeTeH 1pobiieM, CBbP3aH ¢ HapylllaBaHe Ha [paBuiiaTa OT CTpaHa
Hd TEXHHUTE Jelia.

4. yqac’l‘BaT ChC CBOH ﬂpCﬂHO}l(el'[I/lﬂ B OIIpCﬂ,CJ]S[Ht‘T{) Ha IpaBujiatd u Mep}m'{‘e 3a
0e3011acHO U3M0JI3BAHE HA MHTEPHET B JIeTCKATa rpajuHa/y YHIIHIIETO.

5. [Tlonyuar undopmanus 3a vHOOPMALMOHHO-CHIHATH3AIMOHHHN I1aT(GOPMH KaTo
‘www.gdbop.bg: www.cybercrime.bg; www.spasidete.com: www.safenet.bg:
www.facebook.com/bgcybercrime.

Poauresnre HOCIT OTTOBOPHOCT J1a:

1. TloMornar Ha A€TETO CH Jla U3I'Pa/Id YMEHHS 3a OHJIaiTH 001y BaHe 1 Oe30macHo
M3I10/13BaHe HA UHTCPHET.

2. OcsllecTBsBAT MOCTOSHEH KOHTPOJI 33 CUTYPHOCTTA Ha JICTETO CH B MHTEPHET.

3. [llposiBsBaT HHTEPEC KbM aKTHBHOCTTA HA JIETETO CH B MPEXKaTa, BKIIFOUYMTEIIHO U
Ch3/IaBAHETO HA NPO(UIN B COLMAIHK MPEXKH W PErucrpanuu B callToBe U MOOWIHH
MPUIOKCHHUS, KAKTO W Ja  pa3sicHAT  [OCJEACTBMSITA  OT  Cb3/1aBaHETO  W/WIJIK
pasnpoCTPaHEHHUETO HA ONPECIIEHO ChIbPIKAHHE.

4. Tlpm ycranoBsiBane, 4e JICTETO UM € KepTBa Ha KHOEPTOPMO3, Jla CUTHAIIM3UPAT Ha
oraen .Kubepnpecrbnnocr” kbM ['naBHa aupexius ,.bopda ¢ opranusupanata npectTbiHoct”
(http://www.cybercrime.bg/bg), HIIH LenTspa 3a Oezonacex HHTEpPHET
(https://www.safenet.bg/), kakTo u Morar sa notTepesT chieicraue ot Jupekuus ,,Conuanto
rnoJiromMaraie™ mo MeCTOKMBECHE Ha JIETETO C 11eJ1 OKa3BaHe Ha IMCHXOJIOTHYECKa MoJIKpena




Ha gereto. B To3u chyuait TpsGBa na yBenoMst

MHCTHTY LU,

%, CBXpaHﬂBaT 3ApaBeTo Ha JIETeTO, KaTO IPOCICAABAT BPEMETO 34 U3IIOJI3BAHE Ha
MHTCpPHET.

6. VYBenomaT aupekTopa Ha o0pazoBartesiHaTa MHCTHTYIIHS, KOIaTO MM CTaHe
M3BECTHO, Y€ JIETETO UM € OOEKT Ha TOpMO3 OT JIpyro JeTe, ¢ KOEeTO € B €/HO W ChIUO
YUMIHIIE.

H JHUPCKTOpa Ha oﬁpasoBa'reJma'ra

Yacr III. O6mn npasnia 3a Oe3onmacHo o0ulyBaHe B HHTEPHET 3a Jeuara H
yUeHHIHTe (aJaNTHPAHH 32 THX)

Karo jere u y4eHHK CbM JUIBKEH Jla cla3BaM CjeIHuTe Mnpasuia. Ao ce
3aTpy/IHSIBaM B TSXHOTO pasOupane, Mora J1a rosjyda moJIKpena oT poJIMTes Wik OT YUUTE], 3a
Jla M1 ObJ1aT 00sICHEHU:

1. Jla ne naBam nuuna undopmarus: uMe, aapec, mapoja ot eJeKTPOHHA MOola,
npodui B CONMaIHA MpeXa, JinueH Telie)OHEH HOMEp, JeTcKaTa rpajnHa/yuydTuieTo, B
KOCTO yua.

2. Jla He naBam uH(popmaLms 3a Mectopaborara Uil JIMUeH U citykebeH TenedoneH
HOMEP Ha POJMTENIUTE, HACTOHHULUTE, OJIHU3KUTE, MPUATSIATE, ChYUYCHUIMTE U [TO3HATHTE CH
0e3 TAXHO paspeleHue.

3. Jla He u3npaiiam u Jia He KauBaMm OHJIaH CBOM CHUMKH U BUJIea, Oe3 npeIn ToBa
Ja € 00ChIAEHO U B3E€TO PEIICHHE C POAUTEIINTE MH.

4. Jla He u3npailam M jia He KauBaM OHJIaiiH CHUMKH U BHJIea HA NPUATEIIH,
Chy4EHHLH, POAHHHH, YUUTENH, OJIU3KH, TO3HATH U 1p., 0e3 Npe/u ToBa Jia € 00ChAEHO ¢ THX,
a B Clly4yauTe, KOraTo ce Kacae 3a MOM HPHUSITE/IH, ChbYUCHHIIH, Ja € ChIVIACYBAHO OT TAXHA
CTPaHa ¥ C POJINTEIIUTE UM.

5. Jla He oTroBapsiM U Jia He OTBapsM NpuKaveHu ¢aiijioBe Ha eJIeKTPOHHA 1oIa,
Mojay4yeHa OT Henoswar nojaren. Ts Moxe ja chabpka BHPYC WM Jpyra 3J0BpejHa
porpama, KosTo [a yBpeau KOMIIOThpa/Tenedona/radnera Win jia ro HarnpaBH Ys3BUM 3a
BBHIICH JIOCTBII.

6. e ce nochbBeTBaM € POJAUTEINTE CH/YUUTE, MPEJIN Ja CBAJISL HIIM HHCTAJIMpaM
HOBA MPOrpamMa/IIpPUIIOKEeHHe Ha KOMITIOTHP, Tesedon, Tabaer, KakTo U He 1passi HAIIO, KOETO
MOJKE J1a YBPEJM KOMIIOThPA WM Ype3 Ja/JeHO JeHCTBUE Jia ce PasKpHUsT JIaHHHM 3a MEH U
CEMEHUCTBOTO MH.

7. Hemara, kourto npassi B MHTEPHET, He TPAOBA /1a BPEAST HA JIPYTH XOpa HIIH J1a
MIPOTHBOpEYaT Ha YCTAHOBEHUTE MPaBuiia (4acT OT TSX ca yPe/IeHH B 3aKOHH).

8. MHMsBecTHO Mu e, ue ¢ 3abpaHeHO J1a ce U3MOJI3BA YYIK/0 MOTPEOUTEIICKO HME,
[1apoJia 1 eJeKTPOHHa I1011a.

9. Jla He nuIna 1 /1a He KAYBaM HUIIO, KOETO MO3KE J1a € 00UIHO MIIM YHU3HTEIHO 3a
MEH WJIM 3a JIPYTH Xopa.

10. HeszabaBHo undopmupam Bh3pacteH (POJIUTEN, YUUTE, JHPEKTOP,
[1e/1arOrHYecKy ChBETHUK), KOI'aTO 11011a/IHA HA MaTepHAIM, KOUTO ME Kapar Jia ce 4yBCTBaM
HeyJJOOHO MJIM Ha MaTepHalli ¢ BPEJIHO MJIM HE3aKOHHO ChAbPIKaHHUE, KOETO MOXKe Jia Obie
nopHorpadus, NpPONOBsJBAHE Ha HACWIME M TEPOPH3bM, ETHHYECKA U PEIMTHO3HA
HETOJIEPAHTHOCT, ThPTOBHS C HAPKOTHIIH, Xa3apT U Jp.

11. Jla He orroBapsim Ha CbOOIIEHUs, KOUTO ca OOM/IHM, 3allJIAUTE/IHH, HEIIPUIUIHH
WX Me KapaT Ja ce uyBcTBaM Heyaobno. Mudopmupam pojutesute cH/KiacHus




PBLKOBOAMUTEL, YUUTEN, JIUPEKTOP, MEIarorn4eck ChbBETHHK 3a TAKMBA ChOOLICHHMSI.

12. Axo HAKO# Me 00MIXK/Ia MJIM TOPMO3H OHJIAlH, He OTroBapsam. JloKjiajiBam ro Ha
OTIOBOPEH BB3PACTeH (POJMTEI, YUHTEN, AUPEKTOp, Me1arornyeckl ChBETHUK). Mora u cam
Jla JIOKJaZBaM. Karo [ojaM CHIHall Ha camus caifT WM Ha [0COYCHHTE aJIpecH:
www.gdbop.bg: www.cybercrime.bg: www.spasidete.com;
www.facebook.com/bgeybercrime: www.safenet.bg u ro Gioxupam. JloGpe e Jia HarpaBsi
BE/lHAra eKpaHHa CHUMKa (CKPUHHINOT) HA CHOTBETHHS PA3roBOP MJIM ChIbpPIKAHUE KATO
€JIEKTPOHHO JIOKA3aTeJICTBO, KOETO IpejiaBaM Ha OTrOBOPEH BB3pacTeH (POAMTEIN, yuuTel,
JIUPEKTOP, TEJITarOrMUECKH ChbBETHHUK).

13. Baumasam, koraro pasrosapsim B uat. Ilomust mpasuiio Nel: ye xopara onaiin He
BHHATH Ca Te3W. 3@ KOUTO CE€ NPEJICTABIT W MOTaT Jla THPCAT omnpereleHa uudopmarus, ¢
KOSITO J1a 3JI0YHOTPedsAT ¢ MeH WM ¢ Japyrurte Xopa. Ilpasuio Ne2 e ue He npass HULIO HA
JIpyI' HOBEK B MpEKaTa, KOETO He UCKaM Jla MM C€ CIIY4YM U HA MEH.

14. Axo ce cityuu jia nonajHa Ha nHpopmalus Win JApyro chjibpikanue B Mpexara,
KOETO HE MM XapecBa WJIM Me IUIallM [0 HSKaKbB HAUYWH, MOTra Ja I0jaM CHIHajl Ha
JeHonomnara 1 OesmuatHa Hanmonannara teiedonna jmuus 3a jgeua 116 111, na otaen
-Kubepnpecrennoct™ na I'JIBOII (http://www.cybercrime.bg/bg). wa llentbpa 3a Ge3onacen
HHTEPHET Ha ajpec: www.safenet.bg. nian nHa texuus resnedon 124 123, uinu npes yar-mojryia
Ha www.safenet.bg .

15. Tpadsa jna He npuemam CpPEIH ¢ JHIA, C KOUTO ChM CE 3aM03Hasl/a B MHTEPHET,
OCBCH CJIeJl ChIUIACHETO Ha pojurenure Mu. [lomHs, 4He Xxopara, ¢ KOMUTO ce 3aro3HaBaMm
OHJIAHH, HE BMHATH Ca Te3M, 3a KOMUTO ce mpejcTtaBsaT. ONMUTBaAM ce BHHArW Jla MPOBEpsBaM
Jla¥ YOBEKBT OTCpPEella HAaMCTHHA € TO3H, 3a KOINOTO ce MPEeACTaBsi upe3 IpoBepKa Mo ume,
MMEHJI, CHUMKAa M KOHTpOJIEH BBIIPOC, HAa KOWTO OM TpsiOBasio Jia 3Hae OTroBopa, ako ¢
HaucTUHA TO3M. [Ipu cbMHEHNE MOJKe a ToJiaM CHTHA/ HIIM JIa ITOTHPCs ChBET pe3 caiita Ha
IlenTbpa 3a Oe3onaceH HHTepHeT www.safenet.bg.

16. M3nonssaMm HacTpoiikuTe 3a 6€30MaCHOCT 1 3allliTaTa Ha JIMUHUTE JaHHH Ha
COLIMATHUTE MPEKH, MOOUITHUTE PHIIOKECHUS U Opay3bpUTe.

17. Mznonssam (yukuusira 3a 6e3onacHo cbpdupane. Jla He noceriapam caiitose B
MHTEPHET, KOUTO €a ChC ChABPKAHHUE, HETIOIXO/IAMIO0 32 JAeTCKa ay AU TOPHSL.

18. M3nons3sam TpyHM (IIbJTH, C ITTABHU W MAIIKU OYKBH, IU(QPU U CIICHHATHH
3HALM) M pa3/IMuHH 3a BCEKH CailT maposiu.

19. M3non3Bam aHTMBMPYCHA MPOrpamMa, KosTo cjieBa peloBHO Ji¢ ce 0OHOBSBA.
3ae/HO C OTTOBOPHHMTE BL3PACTHH (POJUTEN, YUUTEI, JUPEKTOP). MOUIBPIKAM [IOCIEAHUTE
aKTyaJIM3upaHu BEPCUH Ha BCUYKH ITPOTPaMH U MPUIIOKEHUSL.

20. Axo nosisam 001K KOMIIOTPH, BHHATH TIPOBEPSIBAM JIAI ChbM HU3JIS3bJ1/U3Jid3/1a
oT npoduia cu, cje/ KaTo CBBPIIM 4aca. B ciyuaii, ye HaMepsi yCTPOMCTBO, Ha KOETO APy
YUCHHMK € pabOTUIL, HO HE € 3aTBOPHJI Npoduiia cu, BejHara e u3jisza 0e3 [1a nperiexiaM,
NPOMEHAM HJIK J100aBsiM uHbopMmalns B mpoduia my.

21. TpsbBa na uMam NpejiBujL, Ye KoraTo 1y0JuKyBamM HEBIpHA U U30IayeHa
nHdopMaLus 3a APyr HOBEK, JOPH ¢ SCHATA MUCBHII, Y€ TOBA € IIera, TOBa MOXKE J1a JI0BeJIe J10
3510ynoTpeda U 10 HENPHITHH MPEKUBSIBAHUS 32 TO3H YOBEK.

CbBETH 3A 3IPABETO

3a j1a paboTuTe HA KOMITIOTHP, 0€3 J1a yBPEAUTE CROETO 3/paBe. pejlyBai BPeMeTo CH B
oHnaiin u oaifH cpesa, Karo criazpaiiTe ciejHUTE paBuIa:

3A IA HE YBPEJIUTE 3PEHUETO CU:



3a 1a ne yBpeauTe 3peHHETO CH:
Pa3CTOSAHUETO MEKLY OUUTE U MOHHTOPA TPsiOBa J1a Ob/1C OKOJIO MOJOBHH METhP;

PasCTOAHHUETO MEXKAY OHUTE U KilaBHaTypara jia ObJ1€ OKOJIO TTOJIOBUH MCTb]P,
BLPXY MOHHTOPA HC T]JSGBE! Aa 1oraja npAaKa cJibH4YeBa CBETIIHHAL
HE pi:lﬁOTH B CTasd, KBJACTO UMa CMECCHA CBCTJIMHHA — CIIbHYEBA U U3KYCTBCHA,

BPE/HO 3a OUHUTE €, aKO 3aJ1 MOHHTOPA J1a HMa Ipo30peLl oe3 HIOPH H 3aBECH,

W N % N %

3a Jla OTIOYMBAT OYMTE, OT BpPEME Ha BpeMe OTMEeCTBaifTe morieia OT MOHHTOpPA U
MOTJICK/Aai 1pe3 Npo3opena Uik KbM Hai-J1aleuHusl Kpail Ha cTasTa BbpXY JlajicueH 00eKT;

v\ eJMH IIBT B FOJIMHATA POBEPSBaii 3peHUETO CH NPH oueH jekap (odranmosior).

IIpu pabora ¢ ka1aBnaTypara:
v/ He nperbBail KUTKATa, KOrato Muilelr;

v croBaif JIEKO IPhCTUTE HA PHKATa M OTIYCKal Hajiena;

v noo"pe € Jda U3NOJ3BAlll KJlaBHaTypa € KIIABUILIH, KOMTO Ca 1Mo/ JIEK HAKJIOH.

[Ipu pabora ¢ Mmumka:

4 MUUIKaTa TpadBa 1a Obj1e ¢ pa3Mepa Ha JUTaHTa;

v HE JIBUKM MMILIKATa camMo ¢ najena i MaJKus TphCT;

v MoJI3Bal MoJIXOs11a TTOUI0KKA 3a MULLIKATA.

Mebeaure

v cronkT TpsOBa Jja Oble Ha KoJeja, ¢ peryjupyema BHCOYMHA Ha cejaikara H

obneraikara, KoATO TpsOBa J1a OCUTYPH O1I0pa Ha rPbhbOHAYHUS CTHJIO B 00J1aCTTa HA KPBHCTA;

v OropoTo TpsdBa 1a Obje cTabUITHO U YCTOHYHBO Ha BHOpaIHH.



CXEMA 3A YBEJOMSIBAHE B CJIYUAIl HA KUBEPTOPMO3

CucremMeH aIMUHUCTPATOP Yuuren, Bp3NUTATEN,
(Ci1y KHTEN MM BBHINCH PBKOBOJIUTE]
CIIELIMAITHCT) Hanpasnenue UKT,
JUPEKTOP, MEAaroruyecku
CIECLHAINCT Popwren,
HAaCTOMHHK,

[OIICHHUTECIT, IpyTr
rnoJjaratl rpuxH
3a JICTCTO

Jupekrop

v
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K mena 116 111 /

KPATBHK PEYHUK U JOITBJIHUTEJIHU CbBETHU:

KAYBAHE U CITOJAEJSAHE HA CHUMKMH — CHUMKH WM BHJICO HA JIETE, YUCHHUK,
pOAMTEINl, YUMTE!l, JUPEKTOP, MCHUXOJIOT, PecypceH y4MTell, OJIM3KH, IPUSTEIN, 1O3HATH WJIU
HEMO3HATH JIMIa ca NyOJIMYHO JOCTBITHU H300paKeHHsl B MHTCPHET, KOMTO MOraT Jia ¢ca KadeHu
OT POJUTEIINTE WK JPYId YICHOBE HA CEMEHCTBOTO, MPUSTENIN, ChyUCHHIM 1 Jp. Te3n. kouTo
ca 'l CHOJCNIMIN/KAYW/IM B HHTEPHET, MOKE Jla UMaT U310 JI0OpH HAMEPEHHsT KbM Hero/Hes.
Korato ce xacae 3a CHUMKH, Ha KOMTO HE CT€ aBTOP, ChIIMTE HE MOrar ja Objar MmoJ3BaHu M
HoIyJspusnpann 0e3 chIVIacHEeTO Ha TexHHus aBtop. Ho rtakoBa chbibpkanue Moxe Ja
HaKBPHSIBA JIMYHOCTTA U JIOCTOHHCTBOTO HA JMLETO. [IpenopbunTeHo € Mo HUKAaKbB MOBOJL Ja
He Ce KauBaT CHMUMKH Ha JIeTe, 3a KOHMTO MMa M Hai-MajJKOTO CbMHEHHE, Ye MoraTr J1a My
HaBpeaaT W 0e3 Heroso cbriacue. CHOAEISIHETO HAa CHUMKH € YECTO CPEllaHO SBJICHHUE B
COLIMAIIHUTE MPEXKH, 3aTOBA OCHOBHA MPENOPBKA € I0JJ00HH CHUMKH Jla Ce CIOACIST caMmo ¢
xopara OT CIHCHKA ¢ MPUATEH Ha YOBEKa, KOHTO MCKA Ja Kaud CHUMKaTa, M OlIe 1no-ao00pe —
caMo ¢ rpyrnara Ha Hal-OJIM3KM NPUSITENH OT PeaHus KUBOT. BaxKHO €, KOrato ce CHUMa ChC
cMaprdoH, Jla ce YBEPUTE, Y€ CHUMKHTE HE CE KauBaT aBTOMATHYHO B Ipoduia Ha poJANTENs WK



nerero B caiitose karo Mucrarpam Hanpumep. B npoduinte cu B conmainnTe Mpeku TpsoBa jia
CTC CHI'YPHH, Y€ CT€ HACTPOMJIM JOCTHIIA JIO CHAMKUTE CH Taka, 4€ Ja C€ BMIKIAT caMoO OT
npusTenure Bu. Cbuioto ce oTHacs W 3a HACTpoiKWTe Ha 00JIaY4HM YCJIYTH, B KOMTO C€
CBABPIKAT CHUMKH U HH(pOpMAaIHs.

OAJINIUBU HOBHUHMH - Ce3iarennte Ha GaiiiiBi HOBUHU M3IIOJI3BAT TPAAMITMOHHH
MEMHHM [OXBAaTH 3a IMPUBJIMYAHE BHHMAHMETO Ha 4HTATElS, HAPUMEp TPOBOKUPALLK
3arjiaBus, HO yCIsBar Ja ro 3aliyaaT M jia ro HaKapart ja MoBApBa, Y€ HH(OpMAIMsTa, KOSTO
HETE, € UCTUHCKA.

Kaxk 1a pa3znoznaem pammusure HoBuHHU:

e [lpagere pa3nuka MeXK1y XyMOPHCTHYHH M CEPHO3HU HOBUHAPCKH caiiToBe. 3anuraiite ce —
[1o3HaBare JI1 MeausTa ¥ umare Jim U joepue? IIpoeepere jaiu 3arilaBUE€ToO, KOETO YECTO €
'PBEMKO M ITOMITIO3HO OTroBapst Ha CbAbPIKAHHETO HA HOBUHATA,

e [lposepete naiu KypHAIUCTHT € MOCOYHIT KOHKPETHO H3TOYHKUKA HA HH(OPMALIUS WITH
unpopmanusaTa ce Oasupa Ha jpyra cratus. [lposepere majiM OCHOBHHAT M3TOYHMK Ha
HH(I}OpMEII_IHH € JOCTOBCPCH. Bunaru I'IOF.'[@)K,H,&?ITC HavaJlIOTO WKW Kpas Ha crarudaTa, KbACTO
OOMKHOBEHO € IOCOYEH U3TOUHMKBT Ha HH(poOpMmaius. AKo ce Kacae 3a uH(OpMalUs, KOSTO
[IPOU3JIH3a OT JbpXKaBHA MHCTUTYNHMS, TpoBepere oduupainara i crpaHuna jgand Gurypupa
Td3H HOBHHa HIIH [1OTBPCCTC CKCIICPT [0 TeMaTa OT lHaiacHdara WHCTHTYLMA. AKO He e rnocoyeH
M3TOYHHUK, € PEJIHO Jia C€ CbMHABATE B JOCTOBEPHOCTTA Ha HOBHHATa. B noseuero nocroBepHu
MAaTepHalii CcC 1oCOYBA HaAYWHA Ha c“bﬁupane Ha HH[IJOPMEILLHHTB. H aBTopa Ha l'lyGJ'IHKaLlHH'l‘E:l.
[Ipenopsuntento e Jia ce cpaBuu UHPOPMALUATA, aKO € MYOJIMKYBaHA B PA3/IMYHU U3TOUHUIIH;

e AKo 1onajHere Ha cTaTus, nyOJIMKyBaHa B HENO3HAT 3a Bac 61101, a uH(pOpMALUITA HE €
THpaKUpaHa HUKBJE JAPYyraje, TOBa € 3HaK, 4e HOBMHaTa Moxe Ou e (auusa. Bunaru thpeere
M JpYrd pesyiaTaTH MO Temara, a ako Te ca MajlKko WIH HHUKaKkBH, M0-100pe He
pasnpocTpansiBaiTe HOBUHATA;

e llposepere farata na nyOnukanusTa, Thid KaTO YECTO CTAPU U HEAKTYAIIHU HOBUHU CE€
[IycKaT KaTo HOBH.

OHJIAVIH (KUBEP)TOPMO3DBT npejcrasigpa u3043BAHETO HA MHTEPHET 3a
HAHACSHE Ha €eMOLMOHAJIHA Bpena BBbPXY JAPYTH Xopa. TopMO3bT B MHTEPHET MOXKE Ja MMa
pasmuunn Gopmu. Toil mMoke 1@ MHHABA Mpe3 pasnpocTpaHsiBaHe Ha IOJUIPABATCIIHH H
OGHILHH CHHMKH H BHJICOKIIHUIIOBE B caliToBe 3a CHOACIIHHE HA BUACOCHAbPIKAHHUC KATO VbOX?
1 YouTube, ch3naBane Ha Qanuusu npoduian ¢ 06MIHO ChABPIKAHHE B COIHMAIHA MPEKH
kato Ask.fm, @eiicOyk u Mucrarpam, KakTo U B ChOOIICHHS H H300PAKEHHS! B [IPUIIOIKEHHS
3a KoMyHuKanusg karo Cxaiin u BaiiObp, unu B u3npainaHeto Ha OOMAHH CLOOIIEHHS U
KOMEHTApH, B ChIIUTE CAUTOBE U MJIATPOPMHU.

KPAJKBATA HA ITPO®UJI (xakHaT npodmuir) npejicraniisBa MpUCBOsSBAHETO Ha
qykK1 notpeburtesicku npoduil B coumaina mMpexka, miardopma 3a oOuiyBaHe (Harmpumep
DeiicOyk), enekTpoHHa noma win Jpyr caiit. Kpaxbara craBa Bb3MOMKHA 4pe3 BIM3aHE C
npaBujHaTa Mapojia M HelHata nojMsHa ¢ HOBA W HEM3BECTHA 3a YOBEKa, Ha KOroTo
npuHauiesxkd npoduiabr. Bb3MoxkHO ¢ crnen kpaxbata npoduabT Aa ce u3mnoi3ea 0es3
3HAHHUETO M CBITIACHETO HA ['bPBOHAYAIHUS COOCTBEHHK. AKO Ha JIeTe 11071 3ab/KUTEIHATA
3a MOBEYETO COIMAIHA MPEXKH Bb3pacT OT 13 roiauHu (Tasv Bb3pacT € Takasa, 3alloTo I0-
rojisiMaTa 4acT OT IOILYJIApPHU COLIMAJIHU MPEXKH ca aMCPUKAHCKH W IpaBujarTa 3a [oJi3BaHe ca
CbOOpa3eHH ¢ aMEepHKAHCKOTO 3aKOHOJATElICTBO) Ce€ Ch3jlaBa coOCTBEH MPOQHUT BbHB
DelicOyk, MHOTO € BakHO IpH H300pa Ha BB3pacT jJa ce uzdepe noa 18 roauuu, Thil Kato 3a
HEIIbJIHOJIETHUTE MOTPEOUTENIM UMa BAXKHH JIOTIBJIHUTEIIHU 3alIUTH.



KPAKBATA HA JIMYHU JTAHHMU e Buji KOMITIOTHPHO NPECTBILICHUE, MPH KOETO
ce npuaoOMBaT 4HY)KAM JIMYHM JIaHHH € Ilell (pMHaHCcOBa M3Mama WM 3j10ynorpeda Karo
TerjieHe 0T 0aHKOBA CMETKA, WIIM KaH/MJaTCTBAHE 3a KPEJAUT OT 4yskj10 uMe. Tasu onacHoct
[0 NIPUHITMIT HE 3acsra [10-MaJIKUTE JIC1d, KOMTO HE MPUTE/AKAaBaT JIMYHU JOKYMEHTH, DaHKOBU
cMeTKH wim Kaptd. Ho npu tuiineiokepure Ham 14-roguiiHa Bb3pacT TO3M PHCK CTasa
aKTyaseH.

OUIIHUHIT ATAKHUTE ca naii-pasnpoctpanerara Gpopma Ha MurepHer usmMama u
[IHPOKO M3MO0JI3BaH [10XBAT OT KOMMIOTHPHU TMPECTBIHUIM 3a [0JyvyaBaHe Ha BaXkKHa
uHpopmanusa. Tosa mpecrbiuienne ce Hapuya puumnar” (,phishing” — "zapuGssane”,
npousnu3za ot fishing — pubosoB), 3aOTO eJIEKTPOHHUTE CHOOIIIEHNHS, KOUTO & paslpaiiar,
ca Karo ,BBJMIM € OCHOBHA IIEJ TMOJIydaTeluTe Jla ce ,.XBaHat Ha TIX MOpajd CBOsTA
HEOIIUTHOCT M HEOCBEJIOMEHOCT, KaTO HM OTTrOBOPAT. l_[pH (l)ﬁil”’l]il'& H3MaMHHLIHUTE
pasnpaiiar eJCKTpoHHa Iioula, KOSTO npereHiampa, 4¢ HABa OT IOYTCHA KOMIIAHWSA H Ce
onuTea ja ybemu mnosyuarelns ja Jlajie BaXHaA JMuHa WM QuHaHCOBa uH(OpMAnus,
Enexkrponnoro chollieHre OOMKHOBEHO MOJH Jla Ce M3MpaTAT JIMYHK JaHHM U JaHHH 3a
0aHKOBa CMETKa B OTrOBOP WJIM Jia ce BbBeiaT Ha yeOcaliT, KkbM KOHTO MMa Bpb3ka. Tesu
JIaHHM ca HallpUMep NOTPeOUTEICKH UMEHA, TapoJIi U HOMEPA Ha KPEIUTHH KapTH.

KAK CE ITA3BAPYBA BE3OITACHO B UHTEPHET? Ilpeau jna nazapysare ot
CJICKTPOHEH MarasuH, € MoJe3HO Ja oObpHETe BHUMAaHHWE HaJMuHa JIM € MH]opMalus 3a
MMETO, azpeca M TenedoHa Ha Thprosena. He mpomnyckaiite ma mpoBepHTe M jaiu
JAOCTABYUKBT € IOCOUYMII U3PHYHO NMPAaBOTO BH 10 3aKOH ja ce OTKaXKeTe OT MOophuKara B
pamkutTe Ha 14 nauu. Ilonesno Ou Ouiio jpa npouerere BbB (POPYMHUTE OT3MBH OT JPYyrH
MOTPEOUTEIH, KOUTO BEYe ca 1azapyBajin OT BLIIPOCHUS €JIEKTPOHEH Mara3ui, KbM KOWTO cTe
ce Hacoumnu. Teproeendbr e jrbKeH jga Bu wHbOpMEpa 38 OCHOBHUTE XapakTEPUCTUKH HA
BCAKA OT IPEUIAraHUTE OT HEero CToku U yciuyru. Toi TpabBa ja mocoun TaxHara leHa ¢
BKJIIOYECHM BCMYKM JAHBUU U TAKCH, KAKTO U CTOMHOCTTA HA ITOILEHCKUTE WM TPAHCTIOPTHUTE
pa3xojii, ako He ce BKJIIOYEHH B KpailHara 1ieHa. Ha caiita ciejBa jia Objie 110coO4eH HAaYUHBT
Ha muairaie, JOCTaBKa M M3ITbJIHCHHME Ha JoroBopa. Baiue npaBo e ja BbpHETe, 3aKyrneHara
OT CJIEKTPOHEH MarasuH CTOKa, ako ce okake aedekTHa. Pexnamanusta cu 3a jgedexTHa cToka
ClIeJBa 14 MPEASABUTE B HIAKOM OT OOEKTHTE HA THProBena, 0T KOWTO CTe f 3aKyNuiIH. AKO
ThProBeUbT YBAXU pexnaManusta Bu, B pamkure Ha Mmecenl TpsaOBa MM Jla PEMOHTHPA
OesnnarHo 3a Bac crokara wim Jia g 3aMeHHU ¢ HOBa. B ciryyaii 4e e yciiee Jia CTOPH €IHO OT
ABETE, CJicABa WJIH Jla HaMaJIM LEHaTa, MJIH Ja BBPHETC CTOKarTa, a TOH Jia Bu Bb3CcTAHOBH
3anjaTeHara 3a Hesl CyMma.

SAIIUTA HA KOMITIOTBPHUTE MPEKU OT OITACHA EJIEKTPOHHA ITOILA

1. He tpsabBa na ce nposisaBa MHUIIMATHRA 3a MOJyyaBaHe Ha MMEH/ mucMa, MHTepHeT
CTPaHHIIK, KOUTO NpejuiaraT Oe3iaTHi WK IUIATeHH YCIYTH U CTOKH, YECTO Npe/liaramiy Jia
B M3MpatsT IpoMouuu no e-mail. OTkaskere Takasa ycnyra.

2. Wmeiin agpecsT ce crnojens camo npu Hykiaa. Koraro ce mnpejasa 1o eIuH Wid
JIpYT TOBOJI, C€ BHMMaBa 3a CJEJIHHUTE JBE HEUla: MbPBO J&JIH OpraHu3alusaTa Wil YOBEKbT,
KOWTO IO TOJy4yaBar, II¢ BH W3MPATH HeXejlaH MMeH; BTopo, MOXKe JIM Jla ce pa3uuTa, ue
UMeER1 afpechT HaMa fa ObJe J1aJicH Ha TPETo JINIE.

3. He ce oTBapsT umeiiiTe B HeKenana rnoma. Hukora He ce oTBapsiite npuKaveHu
(paiinose B choOLIEHUS OT HEMO3HAT U3Mpaiayd. AKO He ce To3HaBa UMeTo B noJieto ,,O1”, He
oTBapsiiite npuKaueHus aii.

4. AKo ce 1oJiyud HEOYaKBaHO CHOOIIEHHE ChC CTPAHEH NpuKaueH (aisi oT mo3Har
u3npamady, To OM MO0 Ja ChAbpKa BHUpyC. MHOro 3JI0BpeHM HporpamMu ce



pa3npocTpaHsBar JI0 BCHUYKA KOHTAKTH, KOUTO HAMEPST B IMOMIATA HA 3apa3eHUs] KOMIIOTHD.
TaxuBa cboOLIEHH YeCTO MMAT CTPaHHA TeMa MJIM UME Ha npukadeHus (aiin. Yecto Tosa e
IICTOBMTO CHOOLUEHHE, HAChPUABAIIO MOJy4yaTeas jJa BUIM KapTHHKA WM Jla [poyeTe
[IpUKa4yeH TeKCcTOoBM (ailil. Bunarm usuckpaiiTe NoTBbPIKACHUE OT M3Ipauiada, npeiad jaa
OTBOpPUTE CHLOOIIEHUE HITH TIPUKaUeH (Dailil OT TAKLB BH/L.

5. IlposepsiBa ce NbIHOTO WME Ha MpuKadeHus (aitn. CKpUTHTE pasiuupeHus oOT
UMeTO Ha (Qaiia morar Jja 3alayIsT 1a OTBOPUTE 3apaszeH MpukadeH (ail oT uMeia.
Bunaru ce mpoBepsiBa Jaju UMEHJ NMPUIOKCHUETO MOKA3Ba MBJIHOTO UME Ha MpPHKAYEHHS
(aill, BKIIFOYUTEIHO pa3lliipeHueTo. Bupycu u depsen Morar jia ¢e ChiibpiKaT BbB (haiiiose,
KOWTO M3IJIEKIAT KAaTO KAPTMHKM, HampuMep ¢ pasuupenue .jpg. Ho e Bb3MOKHO j1a umat
CKpHTO pasllIMpeHHe, Karto .exe Wid .vbs KM HMeTo Ha (ailiia, KoeTo o3Hayara, ue
npukaueHUAT Qailn He e KapTHHKa, a MporpaMa, KosTo 1ie ce CTapThpa, LIOM Ce OTBOPHU
npUuKadeHus (aii.

6. BnumaBa ce c¢ QammuuBuTe Npeayupexienuss 3a  Bupycu. Danmmsure
MpeaynpekaeHus 3a BAPYCH ca u3BectHH kaTo "hoaxes". Tosa e anmnso chobiienue, Koeto
TMO/IBEXK/Ia OTPEOMTENNTE Ja BAPBAT, Ye ca IOJIYUHIA BHPYC M I'M HAChpyasa ja npenparsr
NpeynpekICHUEeTO Ha BCEKH, KOTOTO MO3HAaBAar.

7. He ortapsiiTe umeils, chbabpikail HexenaHa pekiama. Toil moxe ga Obie
M3I0/I3BaH 3a MpeHacsHe Ha BUpYycH U uepBer. OT choOpakeHHUs 3a CUIYPHOCT OU TpadBalio
Jla M3TPUBATE BCHUKM PEKJIAaMHU CHOOUICHHS OT HEMO3HAT M3lpaiiay BejHara, 0e3 ja ru
oTBapsTE.

8. He ce um3nonsBa camo ejaHa NOIIEHCKA KyTHS 3a BCHYKO. CHELHAIUCTHTE 110
KMOEPCHI'YPHOCT ITPENOPBhYBAT Jia c€ OTKPUBAT HAKOJIKO Pa3IMvHU TIOIIM U /14 ¢¢ pasJIessT 110
npejiHazHavYeHHe.

9. M3bsrealite cbl10 Taka Ja nperpaiiare IHcMa MEXK/1y HAKOJIKO Balllk MOIIEHCKH
KYTHH.

10. He e npenopeumresino jia ce mnpenpam@r MHCMa JO HIKOJIKO 4YoBeKa
e/iHoBpeMenHo. OcobeHo Takupa, OT THIA - "penparere ro 10 7 4oBeKa U 1 BU C€ CIIy4M
Hewo Xy6aso" win "nomoruere Ha 6OTHOTO MM JIeTe, KAaTO IPEHPATUTE TOBA TUCMO HA MHOI'O
XOpa, €M KOH CH L€ MU Jajie 3a BCekH 3 uMmeinia 5 uenra, nanpumep. Tesu nucma ce
pasnpocrpaHaBar ¢ el cbOMpaHe Ha JICMCTBHTEIIHHM HMMEHJ ajipecH. Thil Karo Mpu
Nnperpaiaie, KbM IMCMOTO ¢e J00aBIT aBTOMATUYHO M @/IPECHTE Ha MPEHUTE MOy YaTelH.
Cren HAKONKO Tpenpallaius, B €JHO TaKOBA IHCMO ce ChOMPAT HAKOJKO CTOTHIM PeaiHu
MMEHIT ajipeca, KOUTO CJIe/1 TOBA ce Mpojiarar Ha (GUpMH 3a criam.

11. Ako Bce nax mckare Ja IpernparuTe HIKaKbB TEKCT MK HHPOPMALHs, KOSTO CTe
MOJIYYHIIH, KOIIMPaiTe TEKCTa ¥ IO u3nparere Kato HoBo mucemMo. He npenpariaiite rpeauoro,
BBIIPEKH Y€ € IPUMaMIIMBO T0-JecHo. Taka 1e npeanasure npusaTesuTe CH 0T ObAel] criaMm.

12. Ako mopajau HsIKaKBa NpPHYMHA JIBPKUTE @ MPENPATUTE OPUTHHATHOTO MHCMO,
cioxere ajapeca 8 BCC (Blind Carbon Copy) Bmecto B CC. Taka HUKOH OT moljyuyarennte
HAMA Jla BUAM a[pPEcUTe Ha JPYruTe rojydarend. [IpuuymMHaTa jila ro M3I0J3BaTe He € Ja
CKPHETE TOJIy4aTeIMTe €AMH OT APYT, a Jia I'M Npenasure, B cliydai ye ajpecnara KHUTa Ml
CJICKTPOHHATA 110114 HA HIKOH OT TAX CTaHe JIOCThIIHA Ha cram-00T (HampuMmep Iopaju
BUPYCHA HH(EKLIUsI Ha KOMITIOThpa MY ).

13. Ileyanba o1 sorapus: He cre creuenmid. CrnaMbpuTe U3I0J3BAT HAH-pA3IUUHU
NPUMaMIIMBY 3arjiaBus Ha INUCMaTa, 3a Jla Hakapar nojydarens jJa rv OTBOpH. MHOro
noTpeduTeNM HaUCTHHA OTBApsT 110J00HU nucMma. Jlopu ciiejl oTBapsHETO BeaHara aa ro
M3TPUETE, CAMOTO OTBAPSIHE HA MUCMOTO OM MOIJIO J1a TTOTBBP/IM, Y€ a/PEChT € PealicH U BUe
CTE 'O TOJIY YHITH,

14. Ornuceane ot OoNleTHH, 3a KOWTO He NMOMHHTE jJa cTe ce 3amucpaiu. Yecto
Cpemian METOJI, M3I0J3BaH OT CHaMbPHUTE 3a HAMHUpaHe HAa AKTHBHHUTE TOMICHCKH ajpecu.
Usnpama ce Orometnn ¢ nuHK 3a ornucBane (yk) or nojdydasaneto My. Otnucsaiiku ce,
BCBIIHOCT MOTPEOUTENAT NOTBBPIK/IABA, Y€ H3IMOJ3BA MMOIIEHCKATa KyTHs, ¢ KOETO BeaHara



BJM3a B criaM Juctute. BMmecto Jia cCe OoTnMcBare, 6J10Knpai&'re NOJYy4HaBaHCTO Ha IMHCMa 0T
TO3H a/Ipec.

15. He otBapsiiTe mucma, KouTo ca (uinddr araxu. Haii-goOpusit nauun ja ce
3alMTUTE OT (QPUILMHI aTaKK € KaTo HUKOTa HE 0TBApsTe (PUIIMHT [THCMa, HO YECTO € TPYIHO
Jla ce pa3lo3Hae Koe nueMo € GUIIUHT ataka. Moxkere J1a r'u pa3no3Haere 1o:

¢ O6pbinenuero e "Dear Customer” wim "Dear User", a ne Bammero nme.

e B nucmoTo nuile, ye akayHTsT By 111e Ob1e npekpareH B cliyyaii, 4e He MOTBbPAUTE
nanHuTe cu HesabaBHo. /Hackopo cnaMmbpuTe M3mon3Baxa rnojgobden noxsat koraro Ckaiin ce
cpuna 3a 1 jen. Pasnpocrpanuxa cboOlleHHS, Ye CKalIl Lle YUCTH HEAKTUBHH aKayHTH H Ce
UCKallle J1a ce pasnparu cbo0IIeHne Ha oHe 15 notpebuTerd, 3a Jia ce J0KaxKe akTHBHOCT./

e IMmelinbT HJBa OT AKayHT, IMpHJIH4alll, HO HC €JHAKDB C TO3H, KOHTO H3M0/13Ba
H3BCCTHA (1)”})1\13._ OoprabHusaius 1 1ap. AKo He cTe CHI'YPHH J1aJlkh MHCMOTO € (]}HII[HHT HJTH HEC,
Ilﬂl::l-):[OﬁpC ¢ J1a HC OTBapsTe JIMHKOBEC, KOHUTO ca HYGHHKYBBHH B HEro., a jga HalluIICTC Ha
pPBKa ajpeca Ha caidTa, KOHTO BH € HEOOXOIUM.

e AKO cTe IMOJIYHHJIH TaAKOBa IMHACMO, 3a NPCANOYUTAaHC € 1a OoKH pare aapeca, oT KOHWTO
¢ usnpareno. Koraro ro 6noxupare, Bue jnaBare ykaszanust Ha NOLIEHCKHUST KIHEHT, Y€ TOBA €
crnam U He TpsabBa ja ce npuema. lloBeuero norpeburenu odaye nMpocTo U3TpUBAT criama u
TOH MpoOAbIKaBa [1a WiBd B KYTHITA.

Hacrosmure npaBuia ca paspaborenu ¢ orjex (opMupasHe Ha NOJHTHKH B
AETCKHTE TpajMHH H YYHJIMINATA, KOHTO /a OpPraHH3HpAT H3M0/J3BAHETO HA
00pasoBaTeTHHS NOTEHIHAI KAKTO HA KOMIIOTHBPHATA MpeXa HAa 00pa30BaTEHATA
HHCTHTYIMS, TAKA H HAa 1J100a1HATA Mpeka, B ChUETAHHE CHC CHCTEMA OT MEPKH 3a
CHTYPHOCT M 6e3011acHOCT Ha Aenara U yyennuure. Ilpuiaranero uM Ha NPaKTHKA 1eJTH
NOBHIIABAHETO HA MHOOPMUPAHOCTTA H ANTHTAIHATA IPAMOTHOCT HAa 00mHOCTTA OT
Aena, POANTeH, YIHTEH, IHPEKTOPH U CIIyKUTe/IH.

* [lpaBuiaTta ca chrilacyBaHu M pa3paboTEHN 1 ¢ YHACTHETO HA eKCIIepTH oT oTael . KudepnpecrsnHoct” Kbw
I"naBna nupexuusa ,.bopGa ¢ oprannsupanara npectbiHocT” 1 ¢ LleHTbpa 3a 6e30MaceH HHTEPHET.




